Billions of smart objects in the edge devices offer advanced connectivity to networks which increase the security and complexity of the Internet of things (IoT) applications. To make such entities smarter heterogeneous intellectual property (IP) cores from multiple service providers are reused in system on chip platform. Enabling both chip and IP protection at post fabrication level is imperative. The IoT-based IP cores are signed with the hybrid physical unclonable function and finite state machine model to protect from cloning, misuse, unauthorized user access, and physical attacks. The extended finite-state machine is used to verify the signature, which reduces the space and time complexity. The goal is to design a secure plug-and-play system which supports IoT IP core for the unique chip without using any complex algorithms and huge memory storage. Experimental results show that the average overhead values of area and power are 1.05% and 1.08% less, respectively, compared with the existing IP protection.
Introduction
System on chip field-programmable gate arrays (SoC FPGAs) are embedded with programmable software and customized hardware feature of a processor, which offers high levels of flexibility, reliability, and system performance [1] . The era of automation is filled with the Internet of things (IoT), which connects smart entities such as electronic devices, sensor, software, and actuators with the Internet to process and manage the huge amount of information. The IoT edge applications can be realized on application-specific integrated circuits (ASICs), FPGA, central processing units or any combination of the above-mentioned technology to design an IoT device. The major application of IoT is in designing the smart entities such as city, building, academics, machine control, autonomous transportation, medical science, real-time systems, and computing technologies [2] . The image processing and green computing application are implemented in SoC FPGA for satisfying IoT requirements; such efforts have been studied in a few articles [3, 4] . End users want thinner electronic devices, which are also more advanced, cheaper, powerful, easy to use, and capable of performing heterogeneous activities. The designers have to put more effort to design such a complex device using the latest software and hardware. The gap between the end user and the designer is filled by reusing optimized design, component, and verified software and hardware intellectual property (IP) cores. A semiconductor IP core is a reusable programmable logic unit or layout design or a cell. The IoT device requires designing advanced IoT IP cores, all included in one platform. These cores need to be flexible for all designs, and should be in sync with the ever-increasing time-to-market pressure [5] . The number of researches, which focus on integrating IPs into the design with and without the license and protecting it from an unauthorized user and theft, is increasing. The recently used IP protection mechanisms are watermarking technique, fingerprinting mechanisms, embedded signature, active metering, computational forensic engineering, and patent. Almost all of these techniques started to use physically unclonable functions-finite-state machines (PUF-FSM) structure, because of its advantages and security, and advancement as mentioned in [6] and related works. Hence, we proposed a hybrid PUF and FSM to generate a signature to protect the device and IPs together, which will provide enhancements in security and reliability to PUF using FSM as considered in the [7, 8] respectively. The contributions of this work are as follows:
1. The proposed hardware signature scheme is the first implementation in SoC FPGA, which combines the two different PUF and FSM to protect IoT IPs. The framework in the proposed model is implemented completely on hardware that has features like less storage and power for signature generation and verification of IoT IP cores.
2. The signature generation modules use a hybrid model that contains arbiter (APUF) [9] , butterfly PUF (BPUF) [10] along with FSM to select the unique key, private key and to calculate the signature.
3. The signature generated by the hybrid PUF and FSM for each IP is hard to clone and misuse, and it is resilient to physical attacks. The proposed hardware signature is not easily verifiable by a simple FSM; therefore, the EFSM is used in the verification phase.
4. This scheme needs to employ a strong PUF for device authentication and weak PUF for generation of keys, so that the computation can be balanced in terms of area and power.
The
IoT application demands heterogeneous IP cores in edge computing level, so it is appropriate to compare any hardware signature scheme with the recent benchmarks. Therefore, the lightweight hardware signature generated is compared with the benchmark IPs like ISCAS, ITC, and DSP.
Related works
The pressure on the rising market of chip development is due to the extensive use of reusable IP cores in designing and verification phases. Designing an add-on IP core for any advanced application needs several years of research, implementation, and testing. There will be a good number of competitors in the IP core design. All these reasons make the IP core protection, infringement, and security against recent threats much more vital. For the past 5 years, many IP protection mechanisms have been proposed to support the reuse of IP cores with some limitations which is discussed in this section. The widely used mechanisms in SoC to protect hard and soft IP cores include obfuscated function and circuits, bit-stream encryption, watermarking, fingerprinting, IP metering, and computational forensic engineering [11, 12] . A watermarking scheme has been proposed to protect the IPs from unauthorized user even after IP cores are integrated and packed in a single die [13] . The aim of this article is to distinguish fraudulent IPs from the original ones and to reduce the false acceptance ratio to the minimal. An FSM-based watermarking scheme [14] has been proposed for a sequential circuit and it deals with increased resilience towards state deletion attack, copy detection, and design overhead declination. A new method to embed watermarking [15] in soft IP core was proposed for embedded systems and it is a sequential aware one. The simulation results have been analyzed for Xilinx Virtex-II Pro FPGA board. The main limitation of this method is sequence length. The hard IP cores are dynamically watermarked with ultralow power and are an easily detectable feature of the technique. An optimized scan design in which dummy scan cells can be introduced is used for observation. This method also determines the tradeoff between design overhead and toughness of the watermark [16] . A dynamic fingerprinting method can be used in ASIC, SoC, and FPGA to identify whether an IP core is legal and to find whether the user and the owner are one and the same. This article discusses the previously unreported fingerprinting for sequential circuits which generate an unknown ownership watermark, individually permitted by each user through a blind signature protocol. Approximately 100 fingerprints were created and tested with International Symposium on Circuits and Systems (ISCAS) benchmark circuits and nominal results were obtained [17] . Watermarking and fingerprinting are the best methods to protect and trace IP cores and each has its own pros and cons based on the use case. Watermarking is better for protecting and locating specific IP cores, whereas fingerprinting is better for identifying IP core as a whole. A two-level FSM for PUF is proposed to correct erroneous bits generated by environmental variations (e.g., temperature, voltage, and aging variations) [7] . This eliminates the need for a database and makes the authentication mechanism more stable. In this article, a novel IP protection mechanism to restrict the execution of an IP only on specific FPGA devices has been proposed [8] . The pay-perdevice licensing mechanism is adopted in this work. This enables the system developers to purchase IPs from the core vendors at the low price based on usage instead of paying the expensive unlimited IP license fees. PUF, customized for FPGAs, are embedded into already enrolled FPGA device by the FPGA vendors. Augmented FSM are embedded into the original IPs by the IP vendors such that the FSM can be activated by the PUF responses from the FPGA device. Security vulnerabilities of this PUF-FSM binding method is studied. The IP cores have to be authenticated to plug-and-play in any SoC device to enhance its capacity. As discussed in this article, there are many IP protection mechanisms, one of them being signature-based authentication [18] . This article presents a conflictless implementation and verification using two distinct signatures in reconfigurable scan test architecture. Security is very much essential for every customer's electronic device that will be dynamically updated each year. The IP core has to be adopted as a plug-and-play circuit, but it is not endorsed due to the presence of different vendors for ASIC, SoC, and FPGA IP cores. The demand for these reusable cores is increasing tremendously and the cost for usage is also very high. The IP core protection and infringement in the recent SoC FPGA has become more complex due to challenges such as scalability and reprogrammability along with low power and area. The PUFs are classified as strong and weak based on their applications [19] .
According to a detailed study about PUFs, which has been analyzed and implemented in different technologies and applications, have its own ability to withstand or succumb to attacks. There was no concept of hybrid PUF along with the FSM, in the past, for heterogeneous IP cores. This motivated us to select the heterogeneous hybrid PUFs and FSM, which are suitable for generating hardware signature. The design is also unique because it uses FSM for signature generation and EFSM for verification. This model has been compared and tested with different benchmarks to analyze its individuality.
Proposed Lightweight hardware signature scheme
The system architecture, shown in Figure 1 , consists of the IoT application with the proposed hardware signature scheme. The IoT application have to be activated in an edge device by different types of IPs. Starting from the IoT physical layer to application, the devices, protocols, networks, gateways, security, and so on use different services such as sensing, monitoring, power management, audio or video processing, hardware accelerator at each point for processing data. Each service has to be incorporated into a single die with lesser area, lower power, and lower cost. The IP core is a logical function module that is designed using hardware language for activating software services on a device. In this scheme, the heterogeneous IP cores used in IoT devices are termed as ADD-ON IP cores or IoT IP cores, which is a combination of hardware, software, or firmware. Hence, plenty of such IP cores are available for the new blooming application to support advancement in technology in the market today. The IP core integration and protection is very much essential in single-die flexible cores. The applications of IoT are spread accross multiple areas such as connected car, healthcare, smart cities, consumer electronics, industrial Internet, wearables, and many more. The supporting service for IoT device is converted to packable IP cores and pay-per-license is charged from each vendor. This results in high cost and long integration time. Moreover, a number of security issues, such as chip counterfeit, cloning, and antitampering mechanism, that are difficult to deal with arise. The proposed hybrid PUF and FSM models suggest a hardware signature to protect and use securely the IoT-based IP cores in the local and remote chips that utilize less area, power and time. The proposed system includes a high speed processor, programmable logic with IP cores such as hardware signature generation, heterogenous IP core which supports IoT, and verification module at local or remote systems to verify the IP cores. All these are implemented on a SoC FPGA platform.
INTERNET OF THINGS APPLICATIONS

Heterogeneous IP cores
ADD-ON IP Cores
General working principle of the proposed scheme
The signature is created using pure hardware circuits, and it has a set of features that allow the authentication of the sender and the integrity of the information to be verified. The main features of digital signatures are authentication, integrity, and nonrepudiation, which have to be achieved in any signature-based proposal [20, 21] .
A pair of private and public key is used for generation and verification of hardware signatures as shown in Figure  2 . As an example to explain the proposal for a small IoT device, 16-bit values are chosen for hybrid PUF and FSM. The 16-bit unique key generated by APUF circuit is hashed using the calculated hamming distance (HD) to a 4-bit HD to maintain the reliability. This HD between an APUF CRP serves as one of the inputs to the FSM. The 16-bit BPUF is used to generate a public key and the input is given to the FSM. The FSM takes the HD and the public key as inputs to make the transition to the next state. To maintain confidentiality, mixing operations such as Xor and shifting are performed in the FSM to produce a hardware signature. The signature is added to the bit stream (BIT) file and each vendor will have their own format and passcode to handle the BIT file. The passcode consists of information about the challenge (C) and time variable (V). In the verification phase, BIT file is executed using C which is supplied as the passcode to the user to extract the original hardware signature (HS) at run time. These HS and V are fed in the form of input to the extended FSM, which in turn is used to make the transition from one state to another and check whether it is valid or not. If the IP core is an authentic one, then it is allowed to execute on the platform. If it is not authentic, then the control is moved to identify the next IoT-based IP core from the stack and the entire process is repeated again based on the user requirement. The internal functioning of the generation and verification phase is explained in the next section.
Hardware signature generation
The signature generation concept used in the proposal is similar to the digital signature standard [22] . A unique key for the admin chip, which is random and never reused, is generated by APUF. For each IP core, the unique key is generated with less consumption of area and power. The signature pairs are generated with APUF unique key and BPUF public key. The 16-bit APUF response is the unique key that has to be hashed to 4-bit HD so that it is not used or seen at transit. The above case is considered to explain the proposed scheme, but the number of bits can be increased up to 256 and hashing can be more complex too. The HD is mapped for each 16-bit CRP, which may be a single value or limited range. The BPUF public key is used to identify a set of IP cores for each chipset. The steps given in algorithm 1 are followed to create the signature. The input to the algorithm is HD and KEY which are calculated from APUFs CRP and BPUF response respectively. An FSM is designed to balance the strong and weak properties of each PUF. A three-level FSM is used in this model which will produce the output hardware signature sign (HD, KEY). The FSM is used to fix the two conditions (C1 and C2), as specified in the algorithm, for limiting the dynamic values of HD and KEY. The first level of the FSM is triggered by HD of the unique key. The analysis to set the HD is made between different CRPs on the APUF for more than 10,000 iterations. The second level of the FSM is in transit if the KEY is right for the selected HD. The 16-bit BPUF will yield a minimum of 16-bit public keys, which are unique for each IoT-based IP core. The third level of the FSM is the accepting state, which will generate a hardware signature. The signature uses a simple logical combination of HD and KEY, as shown in Figure 3 . Each IoT-based IP core can be selected from the network, and hardware signature can be encapsulated using the register insertion method. 
Hardware signature verification
The EFSM is mainly used to reduce the number of states in FSM and is well suited for sequential circuit verification. The verification is made robust by adopting EFSM as depicted in Figure 4 . The EFSM [23] consists of less number of states ranging from the starting state to the intermediate state (E0), authenticated state (A), not authenticated state (UA); input and output variables; a transition function guarded by G, and update functions. The steps involved in EFSM are depicted in algorithm 2. The input and the output of the algorithm are signed IP core with public key and the final state respectively. The signature from ADD-ON IP core is extracted and inputted to EFSM for verification. The EFSM will change the state from starting to E0 or UA based on the RESET signal and HD. The E0 state checks the content of the register REG and a time limit is set for each HD based on APUF analysis. The Out1 and Out2 are the two variables used as the update function where simple logical operations such as Xor and shifting, based on HD, have been assumed. The EFSM will make a transition from E0 to A when the update function updates the value of Out2, which is equal to the public key set by BPUF within the time limit T. The UA state is reached from E0 when the Out2 is not equal to a public key and the time limit expires. The guard condition in this EFSM is designed based on the time limit and KEY value, hence t can be adjusted by the end-user chipset. The design is more restricted based on the KEY and T. The designer can modify the time limit based on the local and remote authentication.
Security analysis
The proposed scheme uses a PUF, which is a security primitive for chip and IP protection. The security features of strong and weak PUFs are combined with an FSM to generate HS, embedded in the initial register and verified by EFSM. The security properties of the hybrid PUF and FSM are summarized as follows:
1. The proposed HS exclusively authenticates the IP core for unique chip for which it is designed. The peculiar property of FSM and EFSM is that it dynamically fixes the states based on HD and KEY values, which prevents any attacks to illegally use the IP cores.
2. There is a possibility for the hacker to obtain the PUF response and KEY from other chip, but this information is not sufficient to obtain the IP cores. Usage of IP cores require authentication of the user, which is rendered by the absolute transition in FSM and EFSM. This transition information is completely obsolete to the hackers.
Algorithm 2:
Hardware Signature Verification Input: Sign(HD, KEY) + IP Core Output: Accept or Reject. R1: Read the sign(HD,KEY) from IP core. Input sign(HD, key) to E-FSM. Input the public key t to E-FSM. E-FSM will enter into accept or reject state based on the following steps: if OUT2 == KEY and T = t then IP core is executed.
end else if OUT2 != KEY and T != t then
Start from R1. end else IP core is rejected and send to heterogeneous IP core module. end 3. The HS is generated for a specific IP and the unique chip which is embedded in the IP core. Hence, the adversary cannot use the signed IP without the correct EFSM.
4. The feature of less storage area mentioned earlier is achieved by the hybrid model with FSM and EFSM for HS generation and verification respectively. The EFSM solitary is capable of verifying hardware signature. 5. This model is resilient to cloning and overbuilding, tampering, IP theft, and piracy of IoT-based IP cores.
The advantages of using FSM in our design are as follows:
1. An FSM makes the brute force attack difficult since the number of states in each level are dynamically triggered by two different PUF.
2. During verification, with the help of Hardware Signature an attacker can decrypt only one set of states in FSM. The values in other states will be different from that of the known state.
Analysis of HS attacks and PUF attacks
The basic attacks involved in the proposed HS are forgery, embedding, modification, and HS removal, which transpire between user and adversary. The vulnerability of PUFs to different types of attacks, such as brute force attack, invasive attack, modeling attack, and side channel attack are also discussed.
• In HS forgery, the adversary claims that the IP is owned by him and has adversary's HS. However, IP has been bought for higher cost and belongs to the original system developer with his signature. This is not possible since the HS has been generated by a hybrid model where the uniqueness, randomness, and reliability of the PUF are high. There is no mathematical model for the hybrid PUF and FSM; hence, HS regeneration using the same method in different chips is not practical.
• In HS embed, the hardware signature scheme is known to the adversary, and he tries to make his own HS embedded into the user's IP core. The adversary proves that the IP core is designed by him and he claims the ownership of it. Then he tries to execute the IP core in his design and generate a bitstream, but he is not a valid user. Since the hybrid model is designed for specific chip and IPs each time the EFSM is updated, the process of embedding random values in the bit file of nonvolatile memory may not be valid at all times. Without an extended knowledge in IP design and PUF, the adversary will not be able to embed the HS and will be led to unauthenticated state.
• In HS modification, an adversary modifies the HS without the knowledge of the user; hence, the user cannot utilize the function of the IP core with the design. In such cases, the user faces a denial of service attack. The new HS has to be generated again and sent to the user based on the request. The user incurs a penalty in terms of cost for the same.
• In HS removal, the adversary tries to remove the owner's signature so that the IP will not carry proof of any authorship and the signature verification will fail. If the adversary seeks to remove the HS of the user, the IP will not be used by any of the user and IP becomes static and unused.
• In brute force attack, the hacker tries to guess the chip ID and IP key for utilizing the functionality of IP cores. The PUF responses are logically masked by FSM, which will create the possibility for an exponential trial. Hence, brute force attack is impossible.
• In invasive attack, there is no need to store the secret key in the chip. The hardware circuit itself generates a random number which is the secret key, and it is dynamically deleted after use. The keys cannot be duplicated, which will resists the invasive attacks.
• In modeling attack, a strong machine learning technique is applied to CRP of strong PUFs. Arbiter PUFs are vulnerable to this attack because of the most powerful machine learning technique. Hence, by converting linear function to nonlinear and increasing the CRP and using strong recent PUFs such as Anderson will resist this attack. The proposed model can use any recent PUFs as it enables IP reuse.
In our model, we are using FSM and EFSM along with hybrid PUF to resist against modeling attacks which is a combination of nonlinear functions. Trojan horse attacks are detected and corrected at design and hardware level [15] . PUF have full resistance towards side-channel attacks and semiresistance to Trojan horse attacks.
Experimental setup and evaluation approach
The proposed hybrid PUF and FSM model is successfully implemented in Zedboard, which is an SoC FPGAbased board. The strength of a high-performance processing system (PS) is combined along with flexible FPGA to form SoC FPGAs. This zedboard belongs to Zynq family and is created by Xilinx for all programmable SoC architectures. The dual-core ARM® Cortex™-A9-based PS and 28 nm Xilinx PL is integrated in a single device. The Vivado system edition is used to design the hardware module and a software development kit (SDK) to drive all the IP cores. The 16-bit APUFs, BPUFs, FSMs, and EFSMs are coded using Verilog and converted to IP blocks. The ADD-ON modules are created using verilog, VHDL, and C or C++ as it is an IoT-based IP core. The C or C++ IP cores are coded in the high-level synthesis of Vivado and tested in system edition with the proposed model. The output of this model is viewed in putty terminal. The design structure of the hardware signature generation and verification phase is diagrammatically represented in the Vivado suite depicted in Figure 5 . AXI-interconnect is used to connect the IP cores to the processor in the design and a controller is used to control it. The 32-bit general-purpose AXI interface is used for low-and medium-rate data communication between the PL and PS. For high-rate communication, Zynq uses the AXI-HP interface [24] . 
Results and discussion
The results are evaluated based on the hybrid PUF security metrics, area, and power and verified on heterogeneous IP cores to show how it is well suited for the IoT device. The former evaluation is based on area, power, temperature, uniqueness, reliability, and randomness of PUFs and FSM which is demonstrated using Figures 6  and 7 and Table 1 . Each APUF and BPUF is analyzed separately based on Figures 8 and 9 , and its designated response is fed as input to FSM to generate HS. The later evaluation is to verify the efficiency of the proposed model with the heterogeneous modules, which are selected from different benchmarks, such as ISCAS, ITC, and open core, and converted to IP cores. The area, power, and delay values are measured for each IP core with and without HS and are listed in Table 2 . Table 2 and Figure 10 compares the utilization of area, power consumption, and delay between existing technologies and hardware signature for IP protections. Each of the above-mentioned evaluation will be discussed in detail in this section.
In Figures 6 and 7 , the hybrid PUFs with FSM metric are estimated based on area and power values, for 8-, 16-, 32-, and 64-bit CRP respectively. The efficiency of the PUFs is measured using the three metrics, as mentioned in [25] [26] [27] . The area and power overhead are measured for 8-, 16-, 32-and 64-bit CRP of hybrid PUF, which depicts that the 16-and 32-bit are more prone to 28 nm technology. Since IoT edge devices have to be very small and consume less power, the proposal focuses on the 16-and 32-bit implementation. The other properties such as temperature, uniqueness, reliability, and randomness of the PUF are also considered for n-bit. The variations in power, execution time, and temperature are minimum for 2n bit increase. The area used mainly depends on the LUTs occupied by the design. The measured PUF metrics are different based on the size of the challenge and clock signals. The analysis depicts that 16-bit and 32-bit hybrid model is better for uniqueness and reliability. The security metrics are measured for individual PUF and hybrid PUFs which are listed and compared in Table 1 . While comparing with the individual PUFs, the hybrid PUF is better in terms of area, power, uniqueness, and reliability. The low-power hybrid RO PUF is implemented in 65 nm, and its power is measured in µW, and it is homogeneous. However, the proposed model is implemented in SoC FPGA, which is 28 nm with heterogeneous PUF; hence, its power and area vary and are uncomparable with those in [28] . The proposed model is executed for 10,000 iterations, and a specific sample of 500 iterations has been selected for two different chips, and its HD and KEY values are fixed, based on Figures 8 and 9 . The HD and KEY has to be chosen in such a way that it is used only once and should be unpredictable. Figures 8 and 9 include the call out for specific values which help us to select the HD and unique KEY with the highest total number of occurrences (TO) for 500 iterations. The FSM will select the KEY based on the condition set for the TO and HD. In Figure 8 , the HD for FFFF, DFFF, and DF7F are 10, but the TOs are found to be 33, 27, and 14 respectively, which shows that TO is a variable which in turn lead to the observation that TO ranges can be set for the transit of FSM. The same process can be done for the value of HD 9. Figure 9 is used to fix the HD and KEY for chip2 in FSM, in which the HD ranges from 6 to 14, and the TO will also be different for each KEY. Hence, the FSM will lead to a secure authentication state. The existing solutions like fingerprinting, watermarking, and security-based protocols are compared with the standard benchmark IPs from ISCAS, ITC, Open core and DSP core. Since IoT application is heterogeneous, IPs form the same benchmark is not suitable for testing this scheme. Hence, different benchmark for real-time application is selected to verify this model. Different benchmarks are taken for implementing IoT-based IP cores, and the results are analyzed in our model. On an average, the area, power, and delay vary based on IP core and the encapsulation of signature. The proposed model is not having much overhead in terms of area and power compared to the model without HS. The measured values are reported in the below table with heterogeneous benchmark IP cores. The results of watermarking and fingerprinting are compared with those of the proposed hardware signature scheme in Figure 10 for 64-bit. They show that area and power ease the requirement of the IoT-based IP cores on SoC FPGA. On average, the area and power overhead were found to be 1.05 and 1.08, respectively as depicted in Figure 10 . The delay is the only tradeoff, but when compared with fingerprinting concepts, it is acceptable. The delay can be reduced by using the partial reconfiguration feature of Xilinx FPGAs.
Conclusion
To add and protect IoT-based IP cores on the fly for SoC will depend mainly on selecting unified hardware-and software-based platform with suitable IP cores. As IoT is scattered and abounded, the selection of appropriate IP cores is very much challenging. A novel hardware signature mechanism has been proposed with hybrid PUFs and FSM to protect IoT-based IP cores. The results are analyzed for 10,000 iterations to select the CRP, HD, and KEY of the hybrid PUFs to design a secure FSM. The hybrid PUF characteristics such as uniqueness, reliability, and randomness are examined in 28 nm technology. The process of signature generation and verification is tested with the help of benchmark IP cores. The main achievement of this work is to avoid huge data storage in the chip and complex cryptographic algorithms. The existing IP protection techniques such as fingerprinting and watermarking are compared with the proposed model, which shows that the area, power, and cost overhead are reduced. A future direction is to increase the size of CRP using partial reconfiguration concepts and to analyze the qualitative effect of physical threats such as side channel attack, hardware Trojan attack, and reverse engineering in the proposed model. The extension is concerned with the reliability of the system, which will certainly lead to a better trustworthy framework.
